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1. Abstract 

This user guide contains all essential information for the user to make full use of MeshCentral2, a 
free open source web-based remote computer management software. The guide provides quick 
steps to setup administrative meshes to remote control and manage computers in local network 
environments or via the Internet. Latter parts of the document will cover some advanced topics for 
advanced users. The reader is expected to already have some of the basic understanding on 
computer networking, operating system and network security. 
 

2. Introduction 

MeshCentral is a free open source web-based remote computer management software. You 
could setup your own management server on a local network or on the internet and remote 
control and manage computers that runs either Windows* or Linux* OS.  
 

 
 
To begin, a base or management server will be required. A management server could be any 
computing device (PC or VM) that has sufficient compute, storage and reliable network 
components to host an environment for MeshCentral and deliver good performance during 
remote management exercise. Whilst there are many configurations available for advanced 
users, typical server setup would only take just a few minutes to complete.  
 
At a high level, there are only four (4) main steps: Setup, Install, Connect and Control.  

¶ 1st, the user setup the MeshCentral server on VM or PC 

¶ 2nd, the user logs on to MeshCentral portal with a valid account, creates an administrative 
mesh to collect all end-points (systems to be managed) 

¶ 3rd, the user then generates an agent and installs it on a target or each end-point that 
immediately attempts a connection back to MeshCentral server.  

¶ 4th, the user controls/manages assets or end-points that are available in respective 
administrative mesh 
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3. Setting up MeshCentral Server 

MeshCentral is constructed entirely with NodeJS, an asynchronous event driven JavaScript 
runtime (https://nodejs.org/). A basic understanding on NodeJS may be preferable but not 
compulsory. MeshCentral server which heavily relies on NodeJS runtime will be able run on 
almost any computing platform with contemporary operating systems including Windows*, Linux* 
and macOS*. 
 
There are two ways to get MeshCentral setup.  

¶ For Linux*, macOS*, or advanced users can use CLI based NPM tool. 

¶ For Windows users, you can use the MeshCentral installation tool.  
 

3.1 Windows Installation Tool 

The MeshCentral installer tool for Microsoft Windows can be downloaded at 
www.meshcommander.com/meshcentral2 or by clicking this link. This tool will automatically 
detect and install NodeJS if needed. NodeJS will be downloaded from https://nodejs.org checked 
and installed. We recommend the installer be run on a modern version of Windows (.e.g. Win8.1, 
Win10, Win Server 2012* or better) 
  

 
During installation, the installation tool will prompt for the following settings: 
 

¶ Multi-user Server : By enabling this option, the server will be open to any user with a 
web browser app. Users will be able to create accounts and start managing computers 
associated in their respective accounts.  
 
Note: If this option is disabled (unchecked), the server will run as a single-user server, no 
login screen will be presented and MeshCentral application will be limited to the server 
host machine only. 
 

¶ Auto-update Server: By enabling this option, the server will check new version releases 
daily and perform automatic update.  
 
Note: Update check occurs at 0000 between 0100 hours (local time). During update, the 
server will not be accessible until update is completed.  

https://nodejs.org/
http://www.meshcommander.com/meshcentral2
http://info.meshcentral.com/downloads/meshcentral2/MeshCentralInstaller.exe
https://nodejs.org/
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¶ Server Modes, LAN, WAN or Hybrid:  
 
LAN mode: Recommended for small installation within a local network. Server host does 
not need a fixed IP address or DNS record to operate.  
 
WAN or Hybrid modes: Server host will require a fixed IP address or DNS record to 
function correctly. If selected, user will need to enter serverôs DNS name or static IP 
address in the ñServer Nameò field. This name or IP address will be used by browsers 
and agents to connect back to the server, this name MUST be correct or the server will 
not work. If you do not have a fixed name, select LAN mode to get started. 
 

Acquiring a static IP or DNS record is beyond the scope of this document. Please seek advice or 
consult your network administrator if unsure. If unsure, leave the settings as default (as-is) and 
proceed setup in LAN mode to manage computers that reside within the same network. 
 
Once installed MeshCentral will run as a background Windows Service and can be accessed 
using a web browser with the link provided by the installer. 
 
The installation tool can be run again to perform server update, re-installation or un-installation. 
When performing an update check, the tool will look at the currently installed version and 
compare it to the one present on NPM. 
 

 
 

3.2 NPM Installation for Advanced Users 

 
For advanced users or administrators, MeshCentral can be installed with NPM, a NodeJS 
package manager that can be accessed via web browser (https://www.npmjs.com/) or command 
line tool, ñnpmò.  
 

https://www.npmjs.com/
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Note: As a prerequisite, NodeJS and NPM must be installed on host OS and HTTP/HTTPS proxy 
settings maybe required if server host resides behind a HTTP proxy server.  
 

1. To begin, start a command line terminal (Windows Command Prompt or Linux Terminal) 
and type the following to verify if nodeJS and npm has been installed correctly as shown 
below  
a. To check on nodeJS installed version, type ñnode ïvò and hit ñenterò key 
b. To check on npm installed version, type ñnpm ïvò and hit ñenterò key 
 

2. If MeshCentral installation is performed on a server host that resides behind a HTTP 
proxy, NPMôs proxy settings must be updated with respective proxy settings associated 
with the network environment. Skip this step if not applicable.  

 
.e.g. for http proxy ñnpm config set proxy http://proxy.com:88 ò 

.e.g. for https proxy ñnpm config set https - proxy http://proxy.com:88 ò 

 
3. Create a new directory ñMeshCentralò and run the NPM install command as shown 

below: 
 

mkdir meshcentral  

cd meshcentral  

npm install meshcentral  

 
4. Upon download completion, the server can be started with the commands below: 

 
cd ./node_modules/meshcentral  

node meshcentral [arguments]  
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Note: If MeshCentral is started without any arguments, default settings in LAN-only mode will be 
in effect and user/administrator will only be able to manage computers that reside within the local 
network. 
 

5. To manage computers over the internet, the server needs to have static IP settings or a 
DNS record that resolves back to the right server. The mesh agents will be using the 
mechanism to call home to MeshCentral server. For WAN or Hybrid mode, run one of the 
commands below 

 
node meshcentral -- cert servername.domain .com  

node meshcentral -- cert hostname.domain.com  

node meshcentral -- cert 1.2.3.4  

 
Note: On first attempt running on WAN or Hybrid Mode,  

¶ Certificates will be generated for the first time and this may take a few minutes to 
complete.  

 

 
 

¶ User is advised to create an ñadminò account immediately by navigating to 
https://127.0.0.1 with a web browser.  

 
 
Note: To run MeshCentral as a service, run it using "--install" argument. Once running, start a 
web browser and access MeshCentral application with respective URL. 

4. Basic Usage 

 
In this section we will cover the basics of MeshCentral in your newly setup server.  
 
Step 1: Start your web browser and access MeshCentral via IP address/URL, 
http://serverFQDN/. If MeshCentral is running locally, enter http://127.0.0.1/. MeshCentral will 
redirect the browser to HTTPS if the server was accessed with HTTP. Once on HTTPS you will 
likely see this message: 
 

 
 
This is because MeshCentral is using a self-signed certificate that is not known to the browser as 
a ñtrustedò or ñtrustworthyò certificate. To prevent this warning from recurring, the following 
chapter will provide useful steps that can be considered.  
 
To proceed on Firefox browser, 

At this point, no user account will be created or available for the user hence 1st user 
account will be the most privileged user with Administrator rights  

 

http://serverfqdn/
http://127.0.0.1/
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¶ Click on ñAdvancedò, ñAdd Exceptionò and ñConfirm Security Exceptionò 
To proceed on Chrome Browser, 

¶ Click on ñAdvancedò, ñProceed to <http://serverIP> (unsafe)ò 
To proceed on Internet Explorer 11, 

¶ Click ñContinue to this website (not recommended)ò 
 
 
Step 2: Create an account by clicking ñCreate Oneò and click ñCreate Accountò once the text 
fields had been populated correctly.   
 

 
 
Step 3: Once logged in, create a new administrative mesh or mesh. This is a group of computers 
that we want to manage. To proceed,  

a. Click on ñClick here to create a new group of devices called Meshò,  
b. Key in a suitable ñMesh Nameò, .e.g. ñSampleMeshò 
c. Leave ñMesh typeò to default ñMesh Agent Policyò and click óOKò.  

 

 
 

 
 
Step 4: To add devices into new mesh,  

a. Click ñAdd Oneò,  
b. Select the right Operating Systems (Windows* OS) and download the Mesh Agent 

executable.  
c. Copy the Mesh Agent file into remote computers with Windows* OS 

 

There are two types on Mesh:  

¶ Mesh Agent Policy: Commonly used to manage computers. Adminsitrator must 
install a ñremote management agentò on the remote computers.  

¶ Intel® AMT Agent-less Policy: Exclusive for remote computers that has Intel® 
AMT activated and needs to be managed independent of a ñremote management 
agentò. 
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d. Run Mesh Agent executable as ñadministratorò and Click ñinstallò 
 

 

 
 
Step 5: Once the agents are installed, it will take up to a minute before the computer shows up on 
the userôs account automatically. Click on each computer to access it and user can rename the 
each computer with a unique name and icons.  
 

  
 
Step 6: Click on any computer and go into the ñDesktopò and ñFilesò tabs to remotely manage the 
computer or perform file transfer. 
 

Mesh Agent is available for Windows* and Linux*. For Windows*, the mesh agent doesnôt 
contain any sensitive data and can copied and reused on many Windows* computers. For 
Linux*, instead of an executable, an installation script is provided to add remote 
computers. The script checks the type of computer and installs the proper agent 
automatically.  


























































